This work describes a remote oscillography system using computer networks. 
Introduction
During the last years a concern about quality and reliability of electric energy has been increasing. Noise sensitive equipments and machines which need a steady stream of energy increase the concern about the quality of energy delivered to the final users. Also the more frequently use of electronic power switched devices increases the problems related to power quality, polluting the electric lines. To solve or to minimize the power quality problems, appropriate monitoring of the electric lines is needed, and also the capability to act directly to the problem may decrease their consequences [1] , [2] . This paper describes a remote oscillography system that allows users to capture waveforms from several remote modules in order to analyze data and to control the remote modules. The modules are connected to a central computer by a TCP/IP network. All features necessary to monitor and to control them are provided by two protocols called RTISP and RTMCP [3] , in order to achieve a reasonable performance and easiness on the use. TCP/IP networks allow a great reliability and a low cost of implementation, making the system economically viable. However, networks like the Internet have not a deterministic delay characteristic; therefore, the determination of the exact time of the samplings is difficult.
The main feature of this system, which is emphasized in this work, is the implementation of a high accurate time synchronization mechanism which allows accuracy better than 100us between machines connected by the Internet [4] . This accuracy can be used to determine the time of the samples with suitable accuracy without the necessity of GPS in the remote stations [5] . The synchronization mechanism uses NTP packets to retrieve time information from NTP servers [6] .
Measurement system overview
The system model is shown in Fig. 1 . A central computer controls and monitors all the activities in the remote stations using a TCP/IP network. Each remote station can monitor many analog and digital channels and actuate on the electric systems by output commands.
Fig. 1 -System Model
The modules send continuously information to a central computer, which can be a waveform of analog channels or status of digital channels. The main advantage of using transmission of waveforms through the network is the reduction of processing on the remote station side. The real time transmission of the waveform reduces the necessity of recording capability. This technique significantly decreases the cost of the remote station.
If the main target is not the cost, the system allows also the preprocessing of quality parameters in the remote station. The electrical quality parameters may be RMS and average values, harmonics, fundamental frequency, real power, power factor, etc. This option decreases significantly the network traffic but it needs a powerful processing device as a remote station.
This work explores the use of stations with low processing capability due to the fact that the networks are becoming more accessible, fast and cheaper every day. The system model also enables the transmission of commands to the remote station, allowing the controlling of outputs and variables remotely.
Proposed protocols
To perform this work, two protocols were developed. One of these protocols was responsible for sending the oscillography data stream and the other was responsible for remotely controlling stations across the network. The protocols are:
RTISP -Real time instrumentation stream protocol. It is responsible for sending data streams and alarms;
RTMCP -Real time monitoring and controlling Protocol. It is responsible for configuring and controlling the remote station and also responsible for sending preprocessed information.
Both protocols use the UDP/IP stack [7] , which is part of the TCP/IP protocol suite and is easy to be implemented. More details of the protocols can be seen in [3] . This pair of protocols was intended to be used not only for oscillography, but also for remote automation, since it can be employed to access registers inside remote station like other automation protocols, e.g. .MODBUS [8] . The RTMCP protocol works in a master-slave fashion enabling read and write access of registers in the remote station. The RTISP protocol produces a continuous packet stream of data sampling, similarly to the RTP protocol [9] . It may also send alarms to other computers informing problems or special events. See Fig. 2 for more details. Besides the use of electrical oscillography, the RTISP protocol can be employed for other sampling purposes, like remote education labs, meteorological labs, slow frequency events monitoring, etc. When used for electrical purposes, the synchronization of many remote stations can be performed using the electric line frequency. 
Reception application
The raw data acquired by the remote station must be processed by a central computer to extract the quality parameters. The use of central computer allows a rapid detection of disturbances in different places. Therefore, a reception application was developed to control the reception of remote stations and has the most important features of an oscilloscope instrument. Besides the main window, the application has other windows that permit monitoring the quality parameters directly, e.g.: RMS voltage, RMS current, Power Factor, Real Power, frequency. There is also a FFT window which allows distortion frequency analyses. Note that the quality parameters are not processed in the remote station, but in the reception application.
The reception application, which receives up to 6 channels simultaneously, allows a complete analysis of quality in a 3 phase electric line, 3 for current and 3 for voltage. All the scale parameters are extracted automatically from the remote station and can also be configured in the remote station.
Through the RTMCP protocol, the application can access the following parameters in the remote station:
• Name and number of the station • Model and manufacturer description • Channel scale • Channel description.
• Real time stream start and stop operation
Embedded synchronization mechanism Overview
This section describes a highly accurate synchronization mechanism which is used as an improved time source to measurement system. Tests have shown that this synchronization mechanism can achieve improvement of two orders of magnitude in relation to NTP clients. It uses NTP packets to exchange time information so it can use NTP Stratum 1 servers as remote source of time. This mechanism is divided in three functional parts: the measurement part, the time estimation part and the time adjustment part.
See Fig. 3 for more details of the synchronization mechanism and how it is used by the measurement system. The local clock, which is synchronized to the remote clock, is called the target clock. This clock is used by the sampling mechanism to determine the time of the performed samplings. 
Measurement Part
The measurement part is responsible for the remote time measurement. It uses NTP packets that are echoed to a NTP server to perform this measurement. An important feature this part is the assistant clock. The assistant clock works exactly as the target clock, but during its normal operation it is never adjusted and therefore is never disturbed by the synchronization mechanism. It only helps the synchronization mechanism. See Fig. 4 for details. The packets used for synchronization receives four timestamps as shown in Fig. 5 . The parameters T1 and T4 register the leaving and the returning of NTP packets of client machines. T2 and T3 are the timestamps supplied by the remote NTP server when the packet arrives and leaves the server respectively. 
Estimation Part
The estimation part is the most important part of the synchronization mechanism. It is responsible for estimation the offset and skew [10] of the remote clock in relation to the assistant clock. Fig. 6 shows an overview of the offset and skew estimation model adopted. In bold is the main flow. Each block will be explained in this section. The central feature of the estimation algorithm is a Kalman filter. The estate model used by the Kalman filter is designed to estimate the remote parameters as a progressive time counter. So, it is important to use a local clock which is never adjusted in order to allow more accurate time estimations. In other words, the offset graphic should be a straight line. Equation (1) gives the offset measurement at instant T assist (k). This instant is the average between T1 assist (k) and T4 assist (k) as shown in Equation (2) and is close to one second. Equation (3) gives the total travel time (TTT) of a packet. All these parameters are calculated in the Parameters block of the estimation model shown in the Fig. 6 .
Kalman filtering block.
The main block of the estimation model is the Kalman filter. Although Kalman filter is designed to be an optimal filter for linear systems embedded in Gaussian noise, it has been used in non-linear systems and systems with nonGaussian noise. In these cases, it is considered a suboptimal estimator with no warranty of convergence [11] , [12] , [13] .
The first step to implement the Kalman filter is the determination of the system model. Consider a discrete signal x1(k), which corresponds to the real offset of the reference clock relative to the assistant clock and x2(k), which corresponds to the skew for a given polling packet k. θ (k) is the measured offset signals (the measurement obtained by (1)). The linear system may be modeled by:
V(k) is the measurement noise and W(k) is the system noise (e.g.: thermal drift). ∆T is the interval between samples, which may vary, therefore it is replaced by ∆T(k). ∆T(k)=T assist (k)-T assist (k-1).
The matrixes of the model are called:
From the previous model we have the typical vectored Kalman filter: 
Adaptive tuning.
The correct estimation of the noise variance C is very important in order to obtain a fine filter tuning, because it influences the determination of the filter gain K(k). As the offset error happens due to the time asymmetry between forward and backward directions traveled by the NTP packets, we can deduce that the maximal error occurs in the case of maximal asymmetry, i.e., when the packet consumes all its travel time in only one direction and consumes no time in the other. Fig. 7 shows an example to clarify this maximal asymmetry concept.
It is possible to estimate the maximal asymmetry that a packet travel would contain, and so, the real asymmetry will be always small or equal to this maximal asymmetry. For skew close to zero (e.g.: Skew less than 1ms/s), this maximal asymmetry may be approximately calculated by (7) . Equation (8) 
Adjustment Part
Each time that a new estimation is performed, the target clock is adjusted to fit the same offset and skew of the reference clock in relation to the assistant clock. This adjustment has an instantaneous response. The target offset is corrected by the addition of the estimated offset and the skew is corrected by changing the TInc of the target clock as in (9):
,where TInc is the speed adjustment parameter of the clock. When the machine starts (boot time), the value of TInc assistant is the same as the TInc target , and both clocks have the same frequency.
Tests
In order to evaluate the viability of the proposed system, some tests were performed: tests with the synchronization mechanism and tests with the oscillography system.
Tests with the synchronization mechanism
In this subsection, two tests are shown: Synchronization with a Stratum 1 server using the proposed model and compared with the NTP client and Synchronization with a Stratum 2 server using the proposed model. Both tests were performed with Linux OS as remote station.
6.1.1 Test with stratum 1 server. The main goal of this test is to observe the behavior of the proposed synchronization mechanism in a real scenario where the reference clock is Stratum 1 NTP server. In this test, the NTP server used is maintained by an atomic clock in the Brazilian National Observatory (ntp.on.br) located 500 km from the location of the test. Two machines were used simultaneously in the test. The first machine tested the proposed synchronization mechanism while the second one tested a conventional NTP client (ntpd 4.2.2) to make a comparison. Both synchronizations were compared with a local GPS. Fig.  8 shows the synchronization offset during 10 days of tests for the first machine related to the GPS. Fig. 9 shows the offset achieved by the NTP client running simultaneously for the second machine during the last four days. Comparing Fig. 8 with Fig. 9 shows that the proposed synchronization mechanism achieved an accuracy of two orders of magnitude higher than NTP and the precision continues to evolve. After 6 days, the accuracy is better than ±80µs, which allows comparison of parallel oscillographics samples acquired at 6ksamples/s. This sampling rate is important to calculate harmonic distortion up to the 50 th [14] , [15] . 
Test with stratum 2 server.
The main goal of this test is to observe the behavior of the proposed synchronization mechanism in a real scenario where the reference clock is a Stratum 2 NTP server. The topology used in this test is analogous to the previous one, only the remote server used was changed. The server used is "ntp.ansp.br". The network path between the test location and the server location is reasonably short and with academic traffic only, which allows us easily to compare the measured offset with the estimated offset. Fig. 10 shows this comparison. The gray line represents the measured offset, whereas in black one gives the estimated offset using Kalman filter.
The result showed that the error introduced by the network jitter in this test is not so significant; the main source of error is the remote reference itself. Despite the fact that this server is worse than the one in previous test, the synchronization model using Kalman filter achieves a better level of precision than the server itself. This is a very important result but it is not surprising because the Kalman filter works to find a progressive and linear time evolution while the NTP server seeks the best approximation for each moment (inside a sample window). In other words, the NTP offset estimation varies around the 0 while the Kalman finds the center of the variation. After 10 days it achieved accuracy better than ±100µs. 
Usability tests with the measurement system
This test shows the use of the proposed system to perform the simultaneous acquisition of 6 channels of analog inputs from a three phase line: three voltage channels and three current channels. The visualization of this acquisition can be seen in Fig. 11 . In the test, all samples are acquired at 6ksamples/s. The application allows spectrum analyzing and electrical parameters measurement. Fig. 12 shows the FFT window and Fig. 13 shows electrical parameters window. These parameters are: RMS, average, frequency, apparent power, real power, reactive power and cos θ. All of them are calculated by the application with the oscillographics samples. The spectrum analysis is a very important feature to allow determination of harmonic distortions. By using 6ksamples/s is possible to determine up to the 50 th harmonic. By positioning the mouse over some place on the FFT graphic, the application shows the frequency and the normalized amplitude of the FFT. 
Contributions
The goal of this work was the presentation of a proposal for remotely monitoring and controlling electrical lines in order to reduce costs and increase quality of services. The tests performed with the RTISP and RTMCP protocols confirmed the viability of the proposal. The RTISP does not have a mechanism for packet recovering; therefore, it can operate at real time without network overcharge.
The synchronization mechanism used by the remote stations allows the precise determination of the sampling time. This allows the combination of samples coming simultaneously from many different remote stations in the oscillography application. This synchronization is interesting to analyze the propagation of disturbances. The idea of using Kalman filter for time synchronization was first recommended in [16] , but with a very simple model to estimate only the frequency of the NTP server.
With the proposed model, it is possible to perform power quality control in remote location using local networks. The remote oscillography allows the calculation of many power quality parameters from a centralized point. It also allows the electrical analysis as an oscilloscope instrument. The only difference of an oscilloscope and the remote oscillography system is the presence of a delay between the sampling time and the visualization time. This delay is due to the network characteristics and due to a FIFO buffer with configurable length used by the application to reorder the measurement packets from the network.
